
www.foundstone.com  1.877.91.FOUND  Consulting@foundstone.com © 2008 Foundstone, A Division of McAfee. All Rights Reserved

Document TypeServices Datasheet

Benefits
Identifies access points and rogue •	
devices
Analyzes security configurations•	
Tests for vulnerabilities•	
Implements security policies that •	
minimize risk

Deliverables
Our deliverables include:

Wireless Security Assessment •	
Technical Report
Wireless Security Assessment •	
Executive Summary
Next-step recommendations•	
Half-day workshop with Wireless •	
Security Assessment Presentation

Related Foundstone  
Services

Firewall Assessment•	
 VPN Assessment	•	
Foundstone Training•	
Comprehensive Network and •	
Infrastructure Security Assessment

Malicious intruders are constantly probing 
networks for access points for misconfigura-
tions, vulnerabilities, and weak security controls 
to compromise network defenses. The growth in 
the use of remote access to networks through 
wireless technologies has opened the floodgates 
to would-be intruders and has increased risk to 
organizations. 

Foundstone has extensive experience helping 
clients identify access points and rogue devices, 
analyze their security configurations, test for vul-
nerabilities, and implement security policies that 
minimize this risk.

Foundstone’s Wireless Security Assessments meet 
the security challenges of business-critical wire-
less technologies. These technologies pose unique 
threats because their signals propagate outside 
physical boundaries and are therefore difficult 
to control. Misconfigurations and weak security 
protocols allow for unauthorized eavesdropping 
and easy access. 

Methodology
Foundstone has pioneered cutting-edge tech-
niques for evaluating wireless networks. Un-
derstanding how enterprise vulnerabilities are 
exploited and how to measure subsequent risks 
allows our experts to create the right solutions to 
secure your critical assets. 

Working with your staff, Foundstone consultants 
identify and inventory all wireless network access 
points, identify and exploit weaknesses in the 
wireless network, and assess the overall exposure 
of the company to wireless network attacks. They 
then recommend the best methods to secure the 
environment based on internal business require-
ments and best practices for wireless security.

Discounted Retesting
Foundstone partners with your organization in at-
taining its strategic security goals.  At the conclu-
sion of this engagement, Foundstone will list all 
discovered vulnerabilities based upon a ranking 
of high, medium, and low.  At a discounted rate, 
Foundstone will perform a retest of each of the 
discovered vulnerabilities within three months of 
the completion of your engagement. This will al-
low you to validate that your security remediation 
efforts resolved all Foundstone discovered vulner-
abilities.  Please contact a sales representative for 
pricing information.

The Foundstone Difference
All Foundstone projects are managed using 
Foundstone’s proven Security Engagement Pro-
cess (SEP) for project management.  This process 
ensures continual communication with your orga-
nization to ensure the success of all Foundstone 
consulting engagements.

Wireless Security Assessment


