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Overview

In today’s collaborative business environment, it’s critical that your partners, third-
party companies, and outsourced providers enforce information security policies that
are consistent with your own to prevent intentional or unintentional data leaks,
network attacks, and threat outbreaks.

Benefits

Foundstone® consultants help ensure that malicious code from hackers or third-
party companies do not compromise your network by identifying their compliance

gaps.

Methodology

Foundstone uses the following methodology to complete the Outsourcing and Third-
Party Health Check for your organization:
e We help you identify the companies you do business with.
e We review the security policies and procedures of your third-party and
outsourced companies.
We interview key personnel within your organization.
We perform Gap Analysis based upon the results of the policies and
procedures review and interviews.

Scope

The typical duration of this engagement ranges from three days to two weeks,
depending on the size of your organization and project scope.

Deliverables

Our deliverables include:
1. Outsourcing and 3rd Party Health Check Report with Summary Report Card
2. Next-step recommendations
3. Half-day Outsourcing and Third-Party Health Check presentation and results
review workshop

All Foundstone projects are managed using Foundstone’s proven Security
Engagement Process (SEP) for project management. A pivotal aspect of this
process is continual communication with your organization to ensure the success of
your Foundstone consulting engagements.

Related Foundstone Services
Foundstone offers many related services and training classes.

e Policies and Process e Policies and Process ¢ Foundstone Training
Health Check Development

e Comprehensive Security Health Check

e Comprehensive Network and Infrastructure Security Assessment
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Contact

For additional information about this or other Foundstone service offerings, please
contact your local sales representative:

e Phone: 1.877.91.FOUND

¢ Email: Consulting@foundstone.com

e Web: www.foundstone.com

About Foundstone Professional Services

Foundstone® Professional Services, a division of McAfee, Inc., offers expert services
and education to help organizations continuously and measurably protect their most
important assets from the most critical threats. Through a strategic approach to
security, Foundstone identifies and implements the right balance of technology,
people, and process to manage digital risk and leverage security investments more
effectively. The company’s professional services team consists of recognized security
experts and authors with broad security experience with multinational corporations,
the public sector, and the US military.
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